
VIO1 0.2 + 4GBVIO1 0.2 + 4GB

HIS 

Interfaces 
`

Application Users

Instruments

Hospital Network (Public Network)

Printers

NIH LIS System & Network Diagram

Terminal 

Servers

Report Servers/Formatters

Thick Client

`

Application Users

Citrix Server

Thin Client

4-PORT DIGI 4-PORT DIGI

Public

PublicPublic

Production Network 

Public

IBM P7 IBM P7

Modem Modem

IBM P7 740 IBM P7

SAN in PROD datacenter

IBM P7 740

VIO2 0.2 + 4GB VIO2 0.2 + 4GB

HMC

WebLogic LPAR 

labwl2 

4-Core + 128GB

Oracle LPAR 

labdb2

4-Core + 48GB

Application LPAR 

labapp2 

3.6-Core + 72GB

WbLogic LPAR 

labwl1 

4-Core + 128GB

Oracle LPAR 

labdb1

4-Core + 48GB

Application LPAR 

labapp1 

3.6-Core + 72GB

VIO1 0.2 + 4GB

IBM P7IBM P7IBM P7 740

VIO2 0.2 + 4GB

Test APP LPAR 

labwldr

4-Core + 128GB

Oracle LPAR 

labdbdr

4-Core + 48GB

Application LPAR 

labappdr

3.6-Core + 72GB

SAN to SAN Replication

SAN in DR datacenter

MAIN System Set
AUX System Set

Each Pair of LPARs is in a PowerHA cluster with its 

backup node. For example LAB1 and LAB2 make one HA 

cluster, similarly LABDB1 and LABDB2 will be another HA 

cluster, etc...

HMC

DR Network 

IBM P7 740

DR System Set

Public

Public

Primary Link between        

PROD                                        

&                                           

DR networks

Secondary Link between        

PROD                                        

&                                           

DR networks

Modem

4-PORT DIGI

Public

Private

Private

Private

137.187.118.222 digi2
137.187.118.221 digi1

137.187.118.219 hmc1

137.187.118.213 lab1vio1

137.187.118.214 lab1vio2

137.187.118.215 lab2vio1

137.187.118.216 lab2vio2

137.187.118.224 labapp1

137.187.118.227 labapp1-srv

137.187.118.225 labupd1-srv

192.168.22.12 labapp1-priv

137.187.118.231 labapp2

137.187.118.234 labapp2-srv

137.187.118.232 labupd2-srv

192.168.22.15 labapp2-priv

137.187.118.238 labappdr

137.187.118.240 labappdr-srv

137.187.118.241 labupddr-srv

137.187.118.235 labdb2

137.187.118.236 labadb2-srv

192.168.22.16 labdb2-priv

137.187.118.228 labdb1

137.187.118.229 labadb1-srv

192.168.22.13 labdb1-priv

137.187.118.230 labwl1

192.168.22.14 labwl1-priv

137.187.118.237 labwl2

192.168.22.17 labwl2-priv

137.187.118.244 labwldr

192.168.22.20 labwldr-priv

137.187.118.242 labdbdr

137.187.118.243 labadbdr-srv

192.168.22.19 labdbdr-priv

137.187.118.220 hmc2

137.187.118.223 digidr

137.187.118.217 labdrvio1

137.187.118.218 labdrvio2



SAN allocated to AUX SAN allocated to MAIN

APP2

137.187.118.231 labapp2

137.187.118.234 labapp2-srv
137.187.118.232 labupd2-srv

192.168.22.15 labapp2-priv

AUX AIX OS

AUX Miscellaneous

AUX Functions

MAIN Functions

Network switch 1 Network switch 2

Hospital network

Default Standard configuration

PowerHA Clusters

AUX Software

AUX Data

MAIN AIX OS

MAIN Miscellaneous

MAIN Software

MAIN Data

HA Repository

IP  IP

APP1
137.187.118.224 labapp1

137.187.118.227 labapp1-srv

137.187.118.225 labupd1-srv
192.168.22.12 labapp1-priv

WTR synchronization of DB-Vista Database (Non-Oracle)

Oracle Data Guard Synchronization

Server-2 Server-1

DB1

137.187.118.228 labdb1
137.187.118.229 labadb1-srv

192.168.22.13 labdb1-priv

DB2

137.187.118.235 labdb2

137.187.118.236 labadb2-srv
192.168.22.16 labdb2-priv

WL2

137.187.118.237 labwl2

192.168.22.17 labwl2-priv

WL1

137.187.118.230 labwl1

192.168.22.14 labwl1-priv

SAN allocated to AUX SAN allocated to MAIN

APP2

137.187.118.231 labapp2

137.187.118.234 labapp2-srv
137.187.118.232 labupd2-srv

192.168.22.15 labapp2-priv

AUX AIX OS

AUX Miscellaneous

AUX Functions

MAIN Functions

Network switch 1 Network switch 2

Hospital network

AUX Software

AUX Data

MAIN AIX OS

MAIN Miscellaneous

MAIN Software

MAIN Data

APP1

137.187.118.224 labapp1
137.187.118.227 labapp1-srv

137.187.118.225 labupd1-srv

192.168.22.12 labapp1-priv

WTR synchronization of DB-Vista Database (Non-Oracle)

Oracle Data Guard Synchronization

Server-2 Server-1

DR SAN

Dormant / Passive

Dormant / Passive

Dormant / Passive

Dormant / Passive

S
A
N
 to
 S
A
N

Server-3

DR Network switch

DB1
137.187.118.228 labdb1

137.187.118.229 labadb1-srv

192.168.22.13 labdb1-priv

DB2
137.187.118.235 labdb2

137.187.118.236 labadb2-srv

192.168.22.16 labdb2-priv

WL2

137.187.118.237 labwl2
192.168.22.17 labwl2-priv

WL1

137.187.118.230 labwl1

192.168.22.14 labwl1-priv

NIH Overall Design

Disaster Recovery System

Add a third system in the DR data center

Repeat system profiles from MAIN/AUX on DR

SAN-2-SAN replication from MAIN/AUX to DR

Use DNS to connect all the LAB devices to LIS 

systems

IP  IP

HA Repository

Overview of PowerHA Clusters

Application cluster:

2 AIX servers, MAINAPP & AUXAPP

Database cluster:

2 AIX servers, MAINDB & AUXDB

DNS Server

In this case production 

environment will be connecting to 

PROD MAIN 

and 

PROD AUX 

by hostname 

which will be resolved 

by DNS server(s)

HIS 

Interfaces 

`

Application Users

Instruments

Thick Client

`

Application Users

Thin Client

LAB Production Devices

DR network



To Exercise the DR process

Stop SAN-2-SAN Replication

Bring up the DR systems in isolated network

Connect PC/Citrix to the isolated DR network

Test all applications on the DR systems

No Downtime for PROD during DR Exercise 

SAN allocated to AUX SAN allocated to MAIN

When AUX Server is down

All functionalities of AUX are transferred to run from 

MAIN system

AUX AIX OS

AUX Miscellaneous

AUX Functions

MAIN Functions

Network switch 1 Network switch 2

Hospital network

AUX Software

AUX Data

MAIN AIX OS

MAIN Miscellaneous

MAIN Software

MAIN Data

HA Repository

IP  IP

APP1

137.187.118.224 labapp1

137.187.118.227 labapp1-srv

137.187.118.225 labupd1-srv

192.168.22.12 labapp1-priv

Server-2 Server-1

DB1

137.187.118.228 labdb1

137.187.118.229 labadb1-srv

192.168.22.13 labdb1-priv

DB2

137.187.118.236 labadb2-srv

192.168.22.16 labdb2-priv

WL2

192.168.22.17 labwl2-priv

WL1

137.187.118.230 labwl1

192.168.22.14 labwl1-priv

APP2

137.187.118.234 labapp2-srv

137.187.118.232 labupd2-srv

192.168.22.15 labapp2-priv

X

When AUX goes down:

No manual intervention

User will not notice anything

No loss of Reports

No loss of functionality

Failover from AUX to MAIN

SAN allocated to AUX

APP2

137.187.118.231 labapp2

137.187.118.234 labapp2-srv

137.187.118.232 labupd2-srv

192.168.22.15 labapp2-priv

AUX AIX OS

AUX Miscellaneous

AUX Functions

MAIN Functions

Network switch 1 Network switch 2

Hospital network

AUX Software

AUX Data

MAIN AIX OS

MAIN Miscellaneous

MAIN Software

MAIN Data

HA Repository

IP  IP

APP1

137.187.118.224 labapp1

137.187.118.227 labapp1-srv

137.187.118.225 labupd1-srv

192.168.22.12 labapp1-priv

WTR synchronization of DB-Vista Database (Non-Oracle)

Oracle Data Guard Synchronization

Server-2 Server-1

DB1

137.187.118.228 labdb1

137.187.118.229 labadb1-srv

192.168.22.13 labdb1-priv

DB2

137.187.118.235 labdb2

137.187.118.236 labadb2-srv

192.168.22.16 labdb2-priv

WL2

137.187.118.237 labwl2

192.168.22.17 labwl2-priv

SAN allocated to AUX

APP2

137.187.118.231 labapp2

137.187.118.234 labapp2-srv

137.187.118.232 labupd2-srv

192.168.22.15 labapp2-priv

AUX AIX OS

AUX Miscellaneous

AUX Functions

MAIN Functions

Network switch 1 Network switch 2

Hospital network

AUX Software

AUX Data

MAIN AIX OS

MAIN Miscellaneous

MAIN Software

MAIN Data

HA Repository

IP  IP

APP1

137.187.118.224 labapp1

137.187.118.227 labapp1-srv

137.187.118.225 labupd1-srv

192.168.22.12 labapp1-priv

WTR synchronization of DB-Vista Database (Non-Oracle)

Oracle Data Guard Synchronization

Server-2 Server-1

DB1

137.187.118.228 labdb1

137.187.118.229 labadb1-srv

192.168.22.13 labdb1-priv

DB2

137.187.118.235 labdb2

137.187.118.236 labadb2-srv

192.168.22.16 labdb2-priv

WL2

137.187.118.237 labwl2

192.168.22.17 labwl2-priv

SAN allocated to MAIN

AUX AIX OS

AUX  

AUX Functions

MAIN Functions

Network switch 1 Network switch 2

Hospital network

AUX Software

AUX Data

MAIN AIX OS

MAIN Miscellaneous

MAIN Software

MAIN Data

HA Repository

IP  IP

APP1

137.187.118.224 labapp1

137.187.118.227 labapp1-srv

137.187.118.225 labupd1-srv

192.168.22.12 labapp1-priv

WTR synchronization of DB-Vista Database (Non-Oracle)

Oracle Data Guard Synchronization

Server-2 Server-1

DB1

137.187.118.228 labdb1

137.187.118.229 labadb1-srv

192.168.22.13 labdb1-priv

DB2

137.187.118.235 labdb2

137.187.118.236 labadb2-srv

192.168.22.16 labdb2-priv

WL2

137.187.118.237 labwl2

192.168.22.17 labwl2-priv

WL1

137.187.118.230 labwl1

192.168.22.14 labwl1-priv

DR SAN

MAIN Replicated OS

MAIN Replicated Miscellaneous

MAIN Replicated SW

MAIN Replicated DB

Server-3

X

DNS Server

In this case production 

environment will be connecting to 

PROD MAIN 

and 

PROD AUX 

by hostname 

which will be resolved 

by DNS server(s)

APPDR

137.187.118.238 labappdr

137.187.118.240 labappdr-srv

137.187.118.241 labupddr-srv

DBDR

137.187.118.242 labdbdr

137.187.118.243 labadbdr-srv

192.168.22.19 labdbdr-priv

WLDR

137.187.118.244 labwldr

192.168.22.20 labwldr-priv

HIS 

Interfaces 

`

Application Users

Instruments

Thick Client

`

Application Users

Thin Client

LAB Production Devices

DR network

Thick Client for DR Testing

In case of testing DR, the 

workstation will point to DR server 

by IP address not hostname

`

Application Users



SAN allocated to AUX

APP2

137.187.118.231 labapp2

137.187.118.234 labapp2-srv
137.187.118.232 labupd2-srv

192.168.22.15 labapp2-priv

AUX AIX OS

AUX Miscellaneous

AUX Functions

MAIN Functions

Network switch 1 Network switch 2

Hospital network

AUX Software

AUX Data

MAIN AIX OS

MAIN Miscellaneous

MAIN Software

MAIN Data

HA Repository

IP  IP

APP1

137.187.118.224 labapp1

137.187.118.227 labapp1-srv
137.187.118.225 labupd1-srv

192.168.22.12 labapp1-priv

WTR synchronization of DB-Vista Database (Non-Oracle)

Oracle Data Guard Synchronization

Server-2 Server-1

DB1

137.187.118.228 labdb1

137.187.118.229 labadb1-srv

192.168.22.13 labdb1-priv

DB2

137.187.118.235 labdb2

137.187.118.236 labadb2-srv

192.168.22.16 labdb2-priv

WL2
137.187.118.237 labwl2

192.168.22.17 labwl2-priv

SAN allocated to AUX

APP2

137.187.118.231 labapp2

137.187.118.234 labapp2-srv
137.187.118.232 labupd2-srv

192.168.22.15 labapp2-priv

AUX AIX OS

AUX Miscellaneous

AUX Functions

MAIN Functions

Network switch 1 Network switch 2

Hospital network

AUX Software

AUX Data

MAIN AIX OS

MAIN Miscellaneous

MAIN Software

MAIN Data

HA Repository

IP  IP

APP1

137.187.118.224 labapp1

137.187.118.227 labapp1-srv
137.187.118.225 labupd1-srv

192.168.22.12 labapp1-priv

WTR synchronization of DB-Vista Database (Non-Oracle)

Oracle Data Guard Synchronization

Server-2 Server-1

DB1

137.187.118.228 labdb1

137.187.118.229 labadb1-srv

192.168.22.13 labdb1-priv

DB2

137.187.118.235 labdb2

137.187.118.236 labadb2-srv

192.168.22.16 labdb2-priv

WL2
137.187.118.237 labwl2

192.168.22.17 labwl2-priv

SAN allocated to MAIN

AUX AIX OS

AUX  

AUX Functions

MAIN Functions

Network switch 1 Network switch 2

Hospital network

AUX Software

AUX Data

MAIN AIX OS

MAIN Miscellaneous

MAIN Software

MAIN Data

HA Repository

IP  IP

APP1

137.187.118.224 labapp1

137.187.118.227 labapp1-srv
137.187.118.225 labupd1-srv

192.168.22.12 labapp1-priv

WTR synchronization of DB-Vista Database (Non-Oracle)

Oracle Data Guard Synchronization

Server-2 Server-1

DB1

137.187.118.228 labdb1

137.187.118.229 labadb1-srv

192.168.22.13 labdb1-priv

DB2

137.187.118.235 labdb2

137.187.118.236 labadb2-srv

192.168.22.16 labdb2-priv

WL2
137.187.118.237 labwl2

192.168.22.17 labwl2-priv

WL1

137.187.118.230 labwl1
192.168.22.14 labwl1-priv

DR SAN

MAIN Replicated OS

MAIN Replicated Miscellaneous

MAIN Replicated SW

MAIN Replicated DB

Server-3

X

DNS Server

In this case production 

environment will be connecting to 

PROD MAIN 
and 

PROD AUX 

by hostname 

which will be resolved 

by DNS server(s)

APPDR

137.187.118.238 labappdr

137.187.118.240 labappdr-srv

137.187.118.241 labupddr-srv

DBDR

137.187.118.242 labdbdr

137.187.118.243 labadbdr-srv

192.168.22.19 labdbdr-priv

WLDR

137.187.118.244 labwldr

192.168.22.20 labwldr-priv

X

X
X
X

X
X
X

In a real DR situation

Stop SAN-2-SAN Replication

Bring up the DR systems

Change DNS to point all devices to DR system

Continue as normal

Important Facts:

Time to fully activate DR = 1 Hour

ZERO data loss

SAN allocated to AUX SAN allocated to MAIN

APP2

137.187.118.231 labapp2
137.187.118.234 labapp2-srv

137.187.118.232 labupd2-srv

192.168.22.15 labapp2-priv

AUX AIX OS

AUX Miscellaneous

AUX Functions

MAIN Functions

Network switch 1 Network switch 2

Hospital network

When MAIN Server is down

All functionalities of MAIN are transferred to run from 

AUX system

AUX Software

AUX Data

MAIN AIX OS

MAIN Miscellaneous

MAIN Software

MAIN Data

HA Repository

IP  IP

APP1

137.187.118.227 labapp1-srv

137.187.118.225 labupd1-srv

192.168.22.12 labapp1-priv

Server-2 Server-1

DB1

137.187.118.229 labadb1-srv

192.168.22.13 labdb1-priv

DB2

137.187.118.235 labdb2

137.187.118.236 labadb2-srv
192.168.22.16 labdb2-priv

WL2

137.187.118.237 labwl2

192.168.22.17 labwl2-priv

WL1

192.168.22.14 labwl1-priv

X

When MAIN goes down:

No manual intervention

2-3 minutes downtime

No change for users

No loss of data

No loss of functionality

HIS 

Interfaces 

`

Application Users

Instruments

Thick Client

`

Application Users

Thin Client

LAB Production Devices

DR network

Failover from MAIN to AUX


